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Tutorial — “public_html”

Introduction:

With an RCI account, you are also allotted a certain amount of web storage space
which you can use, for example, to distribute material to a class. Before you can
begin sharing files, though, you will need to set up a certain folder on your account,
called “public_html.”

“public_html” is the default name for directories on all Rutgers systems that will
include files to be shared over the web, which can be loaded up in any web browser.
The “public” states that the directory will be available to anyone via a web browser,
and the “html” denotes the fact that web pages and other files will be contained
there-in.

We can set up this directory in one of two ways in either of the SSH Secure Shell
programs. If you prefer to do it via a “command-line” interface, you can use the
command-line terminal window. If you prefer to do it via a graphical user interface,
you can do it via the Secure File Transfer Client. This tutorial will explain both; pick
whichever one you feel suits you best.

Command Line:

There are two ways to set up your “public_html” directory within SSH. The
“command line” version will be familiar to those with any UNIX experience.

Opening the Program:

From the “Start” menu, navigate through the “Utilities” >> “SSH Secure Shell”
folders, and click “Secure Shell Client.”
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Once the program is open, you’ll need to connect to your RCI space. Click the
“Quick Connect” button located near the upper-left.
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, - default - SSH Secure Shell E]@ﬁ

| File Edit Wew Window Help
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S5H Secure Shell 3.2.9 {Build 283)
Copyright (c) 2000-2003 35H Communications Jecurity Corp - http: /Sfwiw. ssh. com/

Thiz copy of 33H Secure 3hell iz a non-commercial wersion.
Thiz wersion does not include PEI and PECS #11 functionality.

A new window called “Connect to Remote Host” will appear, prompting you for user
information. Enter in “rci.rutgers.edu” into the box next to “Host Name.” Enter your
RCI user name into the box next to “User Name.” Everything else can stay as-is;
when you’re done, click “Connect.”
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Part Murnber: 22
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If you are connecting for the first time, a new window called “Host Identification”
may appear. Just click “Yes” and continue on.

= =~

Host ldentification

| *fou are connecting ta the host rei iutgers.edu” for the first time.
vl The host has provided you its identification, a host public key,

The fingerprint of the host public key iz
"wudiz-zibef-cuzes-feseh-faloz-leneh-camab-fuhub-baham-hizub-cyxas

'ou can zave the host key to the local databaze by clicking es.
Y'ou can continue without 2aving the host key by clicking Mo
Y'ou can alzo cancel the connection by clicking Cancel.

Do you want to gave the new host key ta the local database?

Hao Cancel Help

Another window will appear, welcoming you to the server. You will also be reminded
that you must follow the “Acceptable Use Policy For Computing and Information
Technology Resources.” Click “OK” to continue.
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Message from the server

“=* For authorized uze only *

All uzers are expected to comply with the "Acceptable ze Policy for
Computing and [nformation Technology Rezources” available at
http: /frucs. utgers. edudacceptable-use html

E mail questions to helpt@rzi or call MECS Help Desk: [732] 445-HELF
Email comments or problems with MECS/BUCS zervices to feedbackisinbes
EMERGEMCIES: email operatori@re or call MBCS Operations; [732] 445-2293

Another window will appear, prompting you for your RCI password. Enter in your
password and click “OK.”

Enter Password
Cancel

You will then be connected to your RCI space. The screen will look something similar
to the set-up below:

EEFEEEE

Pazsword:
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To set up your “public_html” directory, you will need to issue a series of textual
commands to the “terminal” window. We will enter the first two commands one after
another. Note that the terminal will not give you any indication that they have been
entered correctly, so be careful in the entering process. Enter in each of the
following two lines, pressing “Enter” on the keyboard after each line:

mkdir public_html
chmod a-+rx public_html

The “public” and “html” parts should both be in all lower-caps, separated by the
underscore character (attained by pressing Shift and the “minus” button, found next
to the number O on the top keyboard row).

What you will now have done is first created your “public_html” directory, and then
have set the permissions on it. You, are owner, are able to read, write, and execute
from this folder (this includes renaming and deleting it entirely). Anonymous visitors
(for example, anyone you simply give your URL to) may only read and execute data
from this folder; they may not make any changes or alterations to it.

You can check the properties of your folder within the terminal window by entering
the following command exactly as written, and then hitting “Enter” on the keyboard:
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Is —Id public_html

It should return to you that the permissions are set to:

drwxr-sr-x

If it does not, re-enter the command: chmod a+rx public_html

You are now free to use the “public_html” directory are your main folder within your

RCI storage space. Any files within “public_html” can be accessed at the following
URL, where “username” is your RCI user account name:

http://www.rci.rutgers.edu/~username/

GUI:

There are two ways to set up your “public_html” directory within SSH. The “GUI”
version will be more comfortable for those with little experience working with
programs at the command-line level.

Opening the Program:

From the “Start” menu, navigate through the “Programs” >> “Ultilities” >> “SSH
Secure Shell” folders, and click “Secure File Transfer Client.”
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Click the “Quick Connect” button near the upper-left of the program.
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Prafiles

A new window called “Connect to Remote Host” will appear, prompting you for user
information. Enter in “rci.rutgers.edu” into the box next to “Host Name.” Enter your
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RCI user name into the box next to “User Name.” Everything else can stay as-is;
when you’re done, click “Connect.”

-

Connect to Remote Host

-,

_-::_l-' Hozt Mame:
T User Name:
Port Humber:

|rci.rutgers. edu

Connect |

|n:i_user_name|

Cancel |

|22

Authentication Methad: |<F'r|:|fi|e Settings»

[

If you are connecting for the first time, a new window called “Host Identification”
may appear. Just click “Yes” and continue on.

=

Host ldentification

]

T aﬂ You are connecting ta the hast "'rai rubgers.edu’ for the first time.
The host has provided you itz identification, a host public key.

The fingerprint of the host public key iz
"wudiz-zibef-cuzes-feseh-faloz-leneh-camab-fuhub-baham-hizub-cyxas

'ou can zave the host key to the local databaze by clicking es.
Y'ou can continue without 2aving the host key by clicking Mo
Y'ou can alzo cancel the connection by clicking Cancel.

Do you want to gave the new host key ta the local database?

Hao Cancel

Help

Another window will appear, welcoming you to the server. You will also be reminded
that you must follow the “Acceptable Use Policy For Computing and Information
Click “OK” to continue.

Technology Resources.”

P

Message from the server

-,

== Eor authonzed uze only

All uzers are erpected to comply with the "Acceptable Use Policy for
Computing and Information Technology Rezources' availlable at
hittp: A frucs. utgers. edud acceptable-uze. html

E mmail questians o helpt@rzi or call MBCS Help Desk: [732] 445-HELF
E mail commentz or problems with MBCS/RBUCS services to feedbacki@nbos
EMERGEMCIES: email operatorizinz or call MBCS Operations: [732] 445-2293
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Another window will appear, prompting you for your RCI password. Enter in your
password and click “OK.”
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Enter Password
Cancel

Once you click “OK,” you will be connected to your RCI storage space. You will need
to create a new folder called “public_html” on the “Remote” side. To do this, you can
either click the “New Folder” button...

zjuajnjwa = a

= Size | Tvpe
[Mew Folder {Chrl+H) | Folde

MHHRHMMN

Pazzword:

... or right-click over on the “Remote” side in the blank area, and select “New Folder”
from the drop-down menu. A new folder will appear, prompting you to enter a
name.

dd | i | 7 D | g W || zisiniwa =] | add

Remate Mame ! Size | Type
1F. I Maildiv Folder
Ve
1F..
1F..
1F..

s
s

Call this folder:
public_html

The “public” and “html” parts should both be in all lower-caps, separated by the
underscore character (attained by pressing Shift and the “minus” button, found next
to the number O on the top keyboard row). When you have entered the folder
name, press “Enter” on your keyboard.

Now that you have created the folder, you will need to set the “permissions” on it.
By default, only you (as the owner) will be able to see this folder. In order to make
it available to the “public” (such as a class), you will need to change the permission
values for the folder. To do this, right-click the folder on the “Remote” side, and
click “Properties.”
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The window that appears will have a section at the bottom listing all of the properties
of the folder, and will look similar to this:

Permizzions: Read Write Execute
Owner. v v v
Group: [ [ [
Other. [ [ [
Fermizzion mode: W
ITI Caticel Help

As indicated by the checkmarks, permission mode “700” means that only the owner
(yourself) has access to these files. Change the value “700” to “755.” Checkboxes
will be added, as seen in the below image. This will allow anyone with a web

browser (and the address to your folder and files) to access your files via the World

Wide Web.
Permizzions:
Cwrier:
[AroLip:
Other:

Read
rd
rd
r

WAfrite
v
[
[

Execute
v
v
v

Permizzion mode 755

o ]

Cancel |

Help

When you are done, click “OK.” You are now free to use the “public_html” directory
are your main folder within your RCI storage space. Any files within “public_html”
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can be accessed at the following URL, where “username” is your RCI user account
name:

http://www.rci.rutgers.edu/~username/

Once 1t’s Created..:

Once you have created your “public_html” directory, you can share files via its
contents. For more information on how to upload files to your RCI space, be sure to
read the “SSH File Transfer” tutorial. “SSH File Transfer” is the default secure file-
transfer program available on all university computers.



